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Abstract - The perennial belief that one firewall product is enough to safeguard all sections of a modern 
enterprise is not merely a fallacy that is based on budget constraint. It is an architectural disaster that has 
quantifiable effects. This paper has brought forward a domain specific model to comprehend why 
information technology (IT) networks, operational technology (OT) space, as well as internet-facing web 
edge infrastructure all need purpose-built, and often vendor-differentiated, firewall solutions. The article 
utilizes the Purdue Enterprise Reference Architecture, the principles of Zero Trust, the OWASP security 
standards, and the IEC 62443 compliance requirements and focuses on the specific threat landscapes, 
traffic characteristics, protocol constraints and availability requirements unique to each domain. It 
compares the categories of firewalls, such as next-generation firewalls (NGFWs), industrial security 
gateways, web application firewalls (WAFs), and Firewall-as-a-Service (FWaaS) against domain-specific 
selection criteria. The architectural arguments are based on real-world examples such as the Colonial 
Pipeline attack and Triton/TRISIS malware campaign and reported OWASP Top 10 exploitation patterns to 
base the architectural arguments on operational reality. Guidance on deployment sequencing, policy 
design, change management and continuous validation is given throughout. The article concludes that 
the choice of product is not the only factor that can lead to the creation of true security resilience or false 
confidence at high cost by enterprise firewall investments but rather architecture and disciplined 
management practice. 
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1. INTRODUCTION 
1.1 The Question That Reveals the Gap 
This is a question that comes out in almost every security discussion about enterprises. The most common 
response is in the following format "We have a firewall already. What difference would we have with another 
one. The inquiry is decent at face value and it is usually budget conscious and not careless. However, it 
represents a basic misconception as to what a firewall is and what the firewall domain it is meant to 
operate in and what threat it can actually cope with. 

The modern organization does not have one network. It has multiple, and usually concurrent, operations, 
with various purposes, various assets, various risk tolerance, and varying regulatory requirements. An 
example of a large hospital is one that operates an IT network that serves electronic health records, 
administrative operations, and communication between staff members. It also operates an OT network 
that manages infusion pumps, ventilators, building access and HVAC systems. And it has a consumer-
facing web platform producing patient portals, appointment booking, and billing interfaces. Both of these 
environments are threatened by various enemies with varying ways and effects that can be both financial 



  Partners Universal International Innovation Journal (PUIIJ) 

Volume: 04 Issue: 02 | March-April 2026 | ISSN: 2583-9675 | www.puiij.com                            

 

© 2026, PUIIJ  | PU Publications | DOI:10.5281/zenodo.19630402                                                    Page | 71  

 

loss and data disclosure to physical damages and even business closure. It is not only inefficient to treat 
them as a unit security issue. It is a wrong strategic move. 

 

Fig -1: Debunking the Firewall Misconception 
 

This paper has given an answer to the question of why using multi-vendor, domain-specific firewall 
strategies is a security requirement, and not a procurement option. It discusses the differences between IT, 
OT, and web edge environments and what types of firewall solutions work best in each area, how decision-
making structures reflect architectural designs, why organizations need to determine and contrast 
solutions across areas and what mature operational practices are like in each setting. It is targeted at 
network engineers, IT/OT security managers, and security architects who require defensible and well-
grounded frameworks to make actual decisions, not vendor pitches disguised as technical advice. 

 

2. OBJECTIVES 
The major aims of this article are the following. First, to define the clear taxonomy of three main network 
domains in modern enterprise settings, IT, OT, and web edge, and establish the peculiarities of the threats 
that can be identified on each. Second, to demonstrate, technically, why functional specialization in the 
categories of firewall products is an automatic result of domain specifications and not a taste towards 
complexity. Third, to offer domain sensitive vendor evaluation framework that can be used by practitioners 
to organize selection decisions with justifiable criteria. Fourth, to characterize deployment patterns, design 
principles of policies and change management disciplines that dictate whether properly selected firewalls 
generate actual security value or turn out to be costly underachievers. Fifth, to analyze the existing trends 
in firewall architecture, such as the adoption of Zero Trust, the development of FWaaS, and the adoption of 
IEC 62443 compliance requirements and to evaluate the impact of each on the future security strategy. 
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The article is intended to help practitioners to have the conceptual clarity and practical detail required to 
construct resilient, audit-Ready, multi-domain security architectures. 

 

3. HISTORICAL CONTEXT HOW FIREWALL ARCHITECTURE REACHED THIS POINT 
To explain the need of domain-specific firewalls in the current times, it is better to take a quick glance at 
how network security architecture has developed during the last 30 years. Early 1990s packet filters The 
packet filters of the first generation were firewalls: they looked at source IP, destination IP and port numbers 
and either allowed or denied access according to rules set by the administrator. They suited their era as 
the enterprise networks were relatively easy, the internet connectivity was not as widespread, and the 
threat spectrum was also constitute a comparatively narrow threat scope. 

 
Fig -2: How Firewall Architecture reached this Point 

With the growth of the internet and the complexity of the organizational networks, the stateful packet 
inspection became the norm. Stateful firewalls monitored the state of active connections and were able to 
differentiate between packets that were part of an established connection that were legitimate and 
unsolicited inbound packets that tried to complete a connection. This was a significant increase in 
accuracy but it all was at the network layer with no knowledge of application-layer behavior. 

In the 2000s, the growth of web-based applications and the emergence of encrypted traffic had revealed 
the weakness of stateful inspection. The attackers started to inject malicious payloads into the HTTP traffic 
which stateful firewalls lacked a system to detect. The next-generation firewall was the next answer and it 
integrated stateful inspection together with deep packet inspection, application recognition, awareness of 
user identity, intrusion prevention, and later TLS decryption. As of the early 2010s, NGFWs were the new 
standard of enterprise IT security. 

The same decade in which NGFW was adopted was however the same period in which two developments 
occurred that changed the security issue in essence. OT environments that were air-gapped or physically 
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isolated on corporate IT networks started to integrate with enterprise systems in order to be operationally 
efficient, provide remote monitoring and business intelligence. And the general internet turned out to be 
the main platform on which organizations were providing services to their customers which exposed a 
whole new arena of attack, which is exploitation of applications-layers instead of network-layer attack. The 
NGFW did not accommodate either of these environments, and deployment in either without modification 
or supplementation had left security gaps that were rapidly acquired by even more advanced adversaries 
to exploit. 

The issue of the IT/OT boundary within the national level was represented by the Colonial Pipeline incident 
in 2021. The Triton/TRISIS attack of 2017 showed that OT-specific malware could be created to bypass the 
general controls of the network and directly attack the safety systems. And the fact that the number of 
OWASP Top 10 incidents of web-facing application exploits has increased annually validated that network 
firewalls, though possibly able to inspect the transport layer, do not have any insight into the semantic 
meaning of the HTTP requests. Such developments render the argument of domain-specific firewall 
architecture more than a theoretical preference but a documented operation need. 

 

4. THREE NETWORKS, THREE FUNDAMENTALLY DIFFERENT PROBLEMS 
4.1 The IT Network Dynamic Threats Against Familiar Infrastructure 
The first environment that a security professional is exposed to is the IT network. It includes servers, 
workstations, laptops, identity systems, email services, databases and cloud-linked services. Traffic on this 
is mostly TCP/IP based on familiar application-layer protocols such as HTTP/S, DNS, SMTP, SMB, and RDP. IT 
security is directed by the CIA triad, which includes confidentiality, integrity, and availability, with the former 
two being mostly prioritized. In practice, this implies that IT systems will be able to endure scheduled 
maintenance periods and patching more than other environments can. 

 
Fig -3: Three Networks, Three Fundamentally Different Problems 
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IT network threat is extensive, flexible, and documented. Ransomware is the most prevalent operational risk, 
which normally finds its way into the system via phishing emails, open and unprotected RDP portals, or 
hacked VPN logins and then moves laterally through the system to cause as much damage as possible 
before it detonates. The data breach investigations report 2024 by Verizon lists credential abuse, phishing, 
and use of public-facing applications as the three most common paths to breach in an enterprise setup, 
which has remained largely similar in each of the annual reports. The intellectual property, customer data, 
and credentials are targeted by nation-state and financially motivated actors. The insider threats, the 
spread of shadow IT, and the uncontrolled access points of third parties make the situation more complex. 

The NGFW has been designed to fit this ecosystem. The fact that it can inspect all protocol layers, decrypt 
and inspect traffic encrypted with TLS, identify applications without particular attention to ports, associate 
sessions with user identities and use real-time threats intelligence make it the right tool in this task. It is also, 
exactly because it was created to fit in this environment, the inappropriate tool to the situations outlined 
below. 

4.2 The OT Network Physical Consequences and Unforgiving Availability Requirements 
Operational technology includes the hardware and computer programs which oversee and regulate the 
physical industrial processes. These are industrial control systems (ICS), SCADA platforms, distributed 
control systems (DCS), programmable logic controllers (PLCs), remote terminal units (RTUs), human-
machine interfaces (HMIs) and the specialized protocols that link them: Modbus, DNP3, EtherNet/IP, 
PROFINET, IEC 61850, BACnet, and OPC-UA. 

OT settings can be found in factories, power plants, water treatment plants, oil and gas companies, 
highway infrastructure and building automation. Security prioritization is the opposite of IT, availability, 
integrity, and then confidentiality. It is impossible to reboot a power generator in order to patch it. The 
interruption that would be caused by a typical IT network vulnerability scan would be unacceptable to a 
water treatment plant. More importantly, much of the OT devices are operating firmware that was 
developed prior to networked security being thought about at all. They lack authentication, no support of 
encryption and are not able to support the latency that could be created by a standard firewall. 

The OT threat environment has shifted significantly to an operational threat. In 2010, Stuxnet proved that 
nation-state actors would develop malware that was highly targeted at PLCs. In 2017, Triton/TRISIS also 
compromised safety instrumented systems, which is a final barrier between an industrial process and the 
devastating physical damage (Lee, Assante, and Conway, 2017). The case of the Colonial Pipeline in 2021 
demonstrated that IT ransomware, without necessarily attacking the OT systems, can cause a pipeline to 
shut down when the IT/OT boundary is not adequately defined . The modern threats encompass protocol-
aware attacks releasing malformed or malicious commands via the Modbus or EtherNet/IP protocols, the 
compromises of the supply chain in OT hardware, and the persistent threats that IT/OT convergence pose 
to OT systems due to their exposure to IT-borne malware vectors. 

A NGFW installed in an OT environment that lacks knowledge of industrial protocols is not a solution of any 
sort. It may add milliseconds of extra latency that will interfere with timing of control system operation, and 
it will accept malicious Modbus write commands since it is unable to decode the function codes contained 
in the protocol frame. This is not just a theoretical risk. It is a failure mode documented. 

4.3 The Web Edge Network Anonymous Traffic and Semantic-Level Attacks 
The web edge refers to the edge where an organization offers services to the common internet. This 
includes web applications, REST and GraphQL APIs, authentication portals, e-commerce sites and 
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workloads that are based on cloud-native and running on AWS, Azure, or Google Cloud. Web edge traffic is 
defined by its inbound HTTPS by anonymous and untrusted sources with often adversarial sources. 

The OWASP Top 10 that lists the most severe vulnerabilities to application security, SQL injection, cross-site 
scripting, broken access control, cryptographic failures, server-side request forgery, and others 
characterizes the threat landscape here. These threats are not manifested in the form of suspicious 
network connections. They appear as syntactically sound HTTP requests with malicious payloads in the 
parameters, the headers, or the request bodies that appear to be just regular traffic at the network layer. 
None of the NGFWs examine the semantics of the HTTP at the depth that they are needed. 

In addition to application-layer attacks, volumetric DDoS, application-layer DDoS attacks, credential 
stuffing, API abuse, and automated bot traffic are operations that will be constantly challenged. A study 
conducted by Imperva has shown that bot traffic represents between 30 and 50 percent of the total 
internet traffic according to industry with large percentage of that traffic being malicious or potentially 
harmful automated traffic. JavaScript libraries, payment processors, and chatbot integrations are third-
party code that injects supply chain attack vectors at the application layer that network firewalls are unable 
to mitigate no matter how deeply they inspect it. The cognizant realization that a WAF and an NGFW is 
dealing with totally different category of threats at varying protocol layers is the conceptual antecedent to 
developing an efficient web edge security architecture. 

 

5. THE CORE ARGUMENT WHY VENDOR DIFFERENTIATION ACROSS DOMAINS IS A SECURITY 
DECISION, NOT A PROCUREMENT PREFERENCE 
The issue of why the various vendor firewall products is recommendable in the various domains should 
have a straight forward unambiguous response. This is because of functional specialization. No one vendor 
has designed one line of products that best fits the limitations in all three domains at the same time, as 
these limitations are in direct opposition to each other on the hardware and software design level. 

Take into consideration the engineering conflict between OT and IT requirements. Stateful inspection of 
high bandwidth, dynamic TCP/IP traffic with TLS decryption, application identification and cloud-based 
threat intelligence are main features that are optimized with an IT NGFW. It operates on commercial grade 
server hardware under temperature controlled data centers. A OT industrial firewall has to provide sub-
milliseconds deterministic latency, decode industrial protocol function codes, run on fanless hardened 
casing down to minus 40 degrees Celsius, mountable on the DIN-rail to control panel, and fail in a 
predictable and configurable manner that does not interfere with the physical process it is protecting. 
These are not sets of overlapping features. They are various product engineering fields that cater to the 
various operational realities. A gadget that is good in one of the requirements will inevitably be substandard 
in the other. 

Dual-firewall DMZ is the specifically suggested diversity pattern of vendors that formalizes the concept of 
diversity as a premeditated security measure, and not a byproduct of buying the products of a variety of 
vendors as suggested by NIST, IEC 62443, and PCI-DSS. In the event that two firewall products of different 
vendors have the same network boundary in series, a zero-day vulnerability in the implementation of one 
vendor will not be able to be used to compromise both layers at the same time. A malicious attacker who 
discovers a vulnerability in TLS inspection engine by Vendor A is not able to use that vulnerability to exploit 
the inner perimeter firewall of Vendor B. Diversity in vendors is transformed into a structural element of 
defense-in-depth. 
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Fig -4: The Core Argument Domain Specific Security & Vendor Differentiation 

 

This is supported by the case of WAF. The fact that a WAF is described as a better NGFW misrepresents the 
two tools. A WAF works at the semantics of HTTP applications, interpreting URL parameters, session tokens 
and API schemas, authentication state, form field names and anticipated data types, which no network 
firewall ever does by design. Requesting an NGFW to filter SQL injection of a web application is analogous 
to requesting a network switch to identify insider fraud. It is using the wrong layer of abstraction that is 
required by the problem. The market leaders of WAF vendors (F5, Imperva, Cloudflare and Akamai) have 
taken years to develop application-layer attack research, OWASP signatures, bot behavior analysis and API 
security which generalist NGFW vendors just have not matched at the same level. 

The practical implication of the enterprise architects is that a multi-domain security approach will 
generally entail, at least, an NGFW platform to cover the IT perimeter and internal east-west segmentation, 
a purpose-built industrial firewall to cover the OT zone boundaries, a WAF to cover web-facing applications, 
and an FWaaS or SASE platform to cover distributed users and cloud workloads. These are not four products 
that are dealing with the same security issue but in various perspectives. They are four products that 
address a different issue that cannot be structurally dealt with by the rest. 

 

6. CURRENT TRENDS SHAPING MULTI-DOMAIN FIREWALL STRATEGY 
6.1 The Convergence of IT and OT Networks 
Convergence of IT/OT has increased at a rapid pace in the last ten years, which is influenced by the 
necessity of efficiency in operations, remote monitoring, and the opportunities to integrate IoT sensors and 
enterprise analytics platforms. Where the OT networks used to be air-gapped or attached to the enterprise 
IT at best via physically controlled, one-way connections, most organizations have now added a 
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bidirectional connection between their OT and IT landscapes without deploying the resulting security 
architecture to control the risk that the connection presents. 

 
Fig -5: Current Trends Shaping Multi-Domain Firewall Strategy 

The outcomes can be quantified. A Year in Review report published by Dragos in 2023 concluded that the 
number of ICS/OT-focused threat groups grew and the ability of the various groups to travel between the 
IT and OT network segments using valid credentials and legitimate remote access tools instead of 
dedicated OT malware had been demonstrated in the year. The implication is obvious: the organizations 
that have integrated their networks without deploying an appropriate industrial DMZ structure, specifically 
designed OT firewalls, and protocol-conscious segmentation have an considerably large attack surface 
that is not sufficiently covered by the standard IT security tools. 

6.2 Zero Trust Adoption and Its Firewall Architecture Implications 
Zero Trust is no longer a theory but an implementation priority in most of the large organizations. A study 
by Gartner had estimated that over 60 percent of businesses would have explicit Zero Trust strategies at 
different phases of deployment by 2025, as compared to less than 5 percent in 2019. The implications of 
the adoption of the Zero Trust on the firewall architecture are noteworthy. Zero Trust eliminates the 
unspoken faith that a perimeter security policy applied to traffic that is already on the network and 
demands that all access control decisions should be based on identity, device health posture and 
contextual indicators. 

Architecturally, the Zero Trust concept is most tangibly applied in the form of micro-segmentation the 
establishment of small network units, occasionally at the level of each workload or even container, and 
explicit allow-list controls between these units. Distributed firewalling on platforms like VMware NSX-T are 
enforced on the hypervisor layer, meaning that every virtual machine has its own policy of enforced 
security, and there is no need to hairpin the traffic to a physical centralized appliance. CNI plugs like Cilium 
in Kubernetes are based on extended Berkeley Packet Filter (eBPF) technology to apply per- pod firewall 
policies that rely on cryptographic workload identity instead of trusting IP addresses, that is, policy is 
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applied to the workload no matter where it is scheduled within the cluster. Zero Trust does not overhaul the 
conventional NGFW capabilities on the perimeter. It goes beyond the network to further enforce security as 
well as threats which the perimeter controls by design never encounter. 

6.3 FWaaS and SASE Firewall Architecture for the Distributed Workforce 
The increased perimeter firewall practical utility has been altered fundamentally due to the remote work 
expansion that gained momentum during 2020 and became an inherent part of enterprise operation. The 
perimeter model is consistent when users are within a corporate structure and applications are operating 
in in-premises data centers. The presence of users working remotely at home, in coffee shops, and at client 
sites and using SaaS applications, which are hosted in either AWS or Microsoft 365, results in the fact that 
the notion of a meaningful network perimeter is mostly melted away. 

Firewall-as-a-Service, which is part of SASE architecture, addresses this fact by shifting the processing of 
firewalls to cloud-native services executed out of the internationally dispersed Points of Presence. The users 
are linked to the closest PoP where traffic is inspected, irrespective of the physical location or the application 
destination. This will remove the hairpinning issue where remote user traffic is directed to a central data 
center firewall, then to the internet resources, which is a trend that was negatively impacting application 
performance and loading centralized infrastructure. Cloud-based URL filtering, application control, TLS 
inspection, DNS security, and IPS are provided by platforms such as Palo Alto Networks Prisma Access, 
Zscaler Internet Access, Fortinet FortiSASE, and Cloudflare Gateway and have no hardware footprint and 
uniform policy protection irrespective of the location of the user. 

6.4 IEC 62443 and Regulatory Pressure in Critical Infrastructure 
Regulation of OT cybersecurity has transitioned in most states where it is no longer voluntary but a 
requirement that can be enforced. The most extensive technical guidelines to industrial automation 
security are offered by IEC 62443, namely, the ISA/IEC 62443-3-3 system security requirements standard 
which defines four Security Levels (SL1, SL2, SL3, SL4) defining the rigour necessary at any zone boundary 
within an ICS environment. Operators of critical infrastructure, insurers of critical infrastructure and 
regulators of such infrastructure also have an increasing need to comply with IEC 62443. 

In the United States, CISA Cross-Sector Cybersecurity Performance Goals (2022) and the National 
Cybersecurity Strategy (2023) also highlight the areas of priority of OT security and IT/OT segmentation. 
The NIS2 Directive that was adopted by the European Union in 2024 further extended the scope of the 
mandated cybersecurity requirements to a much broader group of operators of essential services in the 
member states with clear terms on network segmentation and incident response in the industrial setting. 
These trends in regulations are causing the move to purpose-built OT security architecture by 
organizations that would otherwise have postponed any investment. 

 

7. FIREWALL CATEGORIES, CAPABILITIES, AND THEIR DOMAIN LOGIC 
7.1 NGFWs The Right Tool for IT, the Wrong Default for Everything Else 
The IT network security presently stands at the NGFW. NGFWs are protocol stack layer 3-7 stateful 
connection tracking and deep packet inspection, application identification, user identity knowledge with 
directory service interface, intrusion prevention, TLS decryption and inspection, and cloud-based threat 
intelligence. The shift to non-stateful firewalls to NGFWs was an arms race: as attackers shifted to 
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application-layer attacks and encrypted tunneling, network defenses needed to support the ability to 
inspect such layers. 

 
Fig -6: Firewall Categories, Capabilities and Domain Logic 

The NGFWs have two architecturally different functions in IT environments. The perimeter firewall manages 
north south traffic between the internal network and the internet or WAN implementing outbound access 
policy, blocking unsolicited connections (inbound), ending and examining TLS, and implementing URL 
filtering. The internal segmentation firewall (ISFW) monitors east-west traffic between the internal areas 
and limits the horizontal traffic between server levels, departments and trust areas. The same physical 
platform can fulfill these roles in smaller setups but in large setups with data centres that are used to 
support high throughput the same hardware might be needed to support east-west traffic as well as north-
south traffic which might be as large as east-west traffic. 

Dominating NGFW systems incorporate different philosophies of engineering. Application identification 
using App-ID engine in PAN-OS is commonly considered the standard of application identification when 
using Palo Alto Networks PA-Series and VM-Series. Fortinet FortiGate is also the leader in throughput per 
dollar and the most integrated single vendor security architecture with the Security Fabric architecture. 
Cisco Firepower is a combination of Cisco and networking stack into Sourcefire IPS. Check Point Quantum 
can boast of maturity in management interface and accuracy in threat prevention. The various trade-offs 
are performance, application identification coverage and IPS signature update frequency TLS 1.3 inspection 
performance in each vendor. These trade-offs are practically important and the data set of independent 
testing given by CyberRatings.org can give more valid comparative results than the datasheet published 
by the vendor. 

7.2 Industrial Firewalls Purpose-Built for Environments Where Failure Has Physical 
Consequences 
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The industrial firewall is due to the fact that the normal NGFWs are unable to satisfy the OT needs and the 
deployment of an NGFW in an OT environment without the knowledge of industrial protocols has already 
led to reported operational incidents. OT-aware deep packet inspection to the frames of industrial 
protocols at the level of the functions-code instead of only recognizing traffic as a Modbus TCP one by port 
number is the minimum capability of any firewall in ICS environment. An operator issue to a PLC that may 
change a safety-critical setpoint is exactly like a read command at the network layer. They are only 
differentiated by the level of inspection that is used, which is the function code level. 

Physical limitations are also inconclusive. The industrial firewalls should have a temperature range of 
between minus 40 degrees to 70 degrees Celsius, should be able to withstand electrical noise and vibration, 
have the option of being mounted in DIN-rail in industrial control panels and have a low power 
consumption. The FortiGate Rugged series of Fortinet, the Tofino Xenon series by Belden, the FL mGuard 
series by Phoenix contact, and the EDR series by Moxa are built on exactly these limitations and have 
industrial certification. Both of them facilitate the adherence to the IEC 62443. 

Also a separate and more assured category of OT protection is the unidirectional security gateway, or data 
diode. Waterfall Security solutions and Owl Cyber Defense products rely on a one-way flow of data which 
is enforced at the hardware level, which physically blocks any ability of return communication. This enables 
process data to be passed on to business intelligence systems through the OT networks to replicate 
historians and monitor operations and make a network-layer intrusion by the IT side physically impossible. 
Regulators are increasingly requiring the use of data diodes in the generation of power, in nuclear 
applications, water infrastructure, and military applications. 

7.3 WAFs The Only Tool Built for Application-Layer HTTP Defense 
A WAF is fully application layer (HTTP/HTTPS) and answers yet another security question altogether as 
compared to a network firewall. In a place where an NGFW requests as to whether a network connection is 
allowed, a WAF requests as to whether a particular HTTP request is semantically authoritative based on the 
application to which it is directed. A WAF is aware of URL parameters, session tokens, API request schemas, 
authentication state, and anticipated parameter data types and can make no such parallel to NGFW 
architecture. 

WAFs also work on the negative and positive security models. The negative model prevents known-bad 
patterns with the help of signatures, the OWASP Core Rule Set (CRS) being the most commonly deployed 
is the signatures of SQL injection payloads, XSS vectors, path traversal sequences, and remote file inclusion 
patterns. The positive model creates a list of authorized application behavior and blocks all other possible 
behavior. The majority of systems of production implement a hybrid strategy. The positive-model WAFs are 
pure, thus produce considerable rates of false-positive at the initial stages of learning, and at the cost of 
extensive application-specific knowledge to set up. 

The modern WAFs have developed significantly over and above the static signature matching. The 
behavioral analysis is done using machine-learning, which finds unusual request patterns when there is no 
particular signature. The API security features match requests with the Open API or Swagger schemas and 
impose rate limiting on each endpoint. The Bot management operates based on fingerprinting client 
behaviour on JavaScript challenges, analysis of browser attributes, and IP reputation scoring so that 
legitimate users can be distinguished as against advanced automated threats. Such platforms are F5 BIG-
IP Advanced WAF, Imperva WAF, Cloudflare WAF, AWS WAF, and Akamai Kona Site Defender that represent 
various strengths of deployment models and geographic performance features. 
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7.4 FWaaS and Cloud-Native Firewalls Enforcement for the Perimeter That No Longer Exists 
FWaaS solutions relocate the firewall processing to cloud-native offerings provided by infrastructure that 
is geographically distributed. Users are linked to the closest Point of Presence and given a consistent 
inspection of NGFW-class irrespective of location, virtually creating a moving perimeter that follows users 
instead of standing until they come back to a physical office. The hairpinning issue that had bedeviled the 
traditional remote access designs wherein all user traffic had to be directed back through a central data 
center firewall prior to reaching internet resources, is avoided through design. The FWaaS is different from 
cloud-native firewalls in public cloud providers such as AWS Network Firewall, Azure Firewall Premium, and 
Google Cloud Firewall. They are managed services which secure the virtual network segments within 
particular cloud setups and which deal with east-west traffic among the VPCs or subnets and centralized 
handling of egress policy. They are not supposed to be substitutes of FWaaS. They are cloud-native 
counterparts to physical appliances, which are managed by cloud-native policy frameworks and part of 
infrastructure-as-code tooling. 

 

8. ARCHITECTURE AND PLACEMENT GETTING THE STRUCTURE RIGHT BEFORE SELECTING 
PRODUCTS 
8.1 North-South and East-West Two Traffic Problems That Demand Separate Controls 
Directionality in traffic dictates the location and actions of firewalls that should be installed. Internet to 
organizational infrastructure, internal users to the internet, or inter-sites, North-south traffic crosses a 
perimeter boundary. This has been the solution of perimeter firewalls over decades. East-west traffic 
remains in the same environment a web server is talking to an application server, a workstation to a domain 
controller, microservices to one another in a Kubernetes cluster. 

 
Fig -7: Firewall Architecture & Placement 

The commercial history of the internet of most of the time saw the east-west traffic being largely 
uncontrolled due to the implicit trust of the internal traffic. Ransomware campaigns went through with the 
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disastrous effects of this assumption in a systematic way. Lateral movement through east-west 
connectivity will enable an attacker to find high-value targets, privileged accounts and backup systems 
within the entire network once the attacker has compromised a single endpoint or credential, even though 
east-west connectivity is not restricted. The contemporary architecture needs to have an independent 
control of the both directions of traffic with different points of inspection as well as different policy 
frameworks. 

8.2 The DMZ Pattern Durable Architecture Adapting to New Environments 
The DMZ is among the most significant trends of network security architecture even now, many decades to 
date. Its central point, that the resources that are exposed to untrusted networks should be eventually 
compromised and thus should be not connected to any trusted internal infrastructure, is operationally 
sound today as it was initially formalized. The simple three-legged topology (internet, DMZ, and internal 
interfaces on a single firewall) is extended to a dual-firewall DMZ in controlled and high-performance 
infrastructure setup where an outer firewall is used to deal with internet to DMZ traffic and an inner NGFW is 
used to deal with DMZ to internal access. The intentional vendor diversity of this pattern is a defensive in-
depth mechanism, and not a procurement coincidence. In cloud-based settings, the DMZ would be 
represented by a special DMZ VPC or subnet which would have cloud-native security groups, WAF policies, 
and firewall rules that follow the same isolation principles. A hub-and-spoke VPC topology with a 
centralized inspection VPC with AWS Gateway load balancer is a common AWS environment that is used 
to enable the addition of third-party NGFW appliances in a transparent manner. 

8.3 The Purdue Model and OT Segmentation Hierarchy as a Security Control 
In the Purdue Enterprise Reference Architecture, the basic segmentation model of ICS environment is 
offered. It has a hierarchical structure of Level 0 field devices to Level 1 control, Level 2 supervisory, Level 3 
manufacturing, and Level 4 and 5 enterprise business networks with strict levels of control on the inter-level 
communication. The lowest level of PLC should not even start any connections beyond Level 2. Level 3 
systems must only connect to Level 4 enterprise systems via a special purpose Industrial DMZ (IDMZ), 
containing data replication services, historian mirrors and mediated remote access infrastructure. There 
should not be a direct route between IT and OT. The industrial firewalls are at Level 2/Level 3 boundary where 
protocol-sensitive rules are imposed to control the SCADA to control communication. The IDMZ and Level 4 
have an enterprise NGFW that applies standard IT policy on this side of the buffer zone that faces the IT. 
Once in deployment, a unidirectional gateway at the IDMZ-to-Level-4 boundary renders the IT-to-OT 
intrusion physically impossible, which has the greatest available assurance of isolation. 

 

9. CHALLENGES IN MULTI-DOMAIN FIREWALL DEPLOYMENT 
The case of strategic domain-specific and multi-vendor firewall architecture is quite obvious, yet there are 
indeed real challenges in the implementation that cannot be neglected and tackled by practitioners. The 
most common barrier is organization resistance. The pressure to insourcing security teams is to simplify by 
cutting down on the number of vendors, and the rationale of having a firewall with Vendor X, and using it 
everywhere, is a political challenge to contradict without a clear technical argument as to why it is 
inadequate. The solution to this dilemma is to convert the functional specialization argument into the 
language of operational risks which can be assessed by business and finance executives. 
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Fig -8: Challenges in Multi-Domain Firewall Deployment 

 

The complexity of operations is an acceptable issue. Operating policies that consist of multiple vendors 
whose management interfaces, logging formats, update cycles, etc. differ leads to an operational 
overhead that the security team is under-resourced to handle. The mitigation is not to find the right tool to 
fit the specific domain but to invest in centralized management where feasible, such as SIEM integration to 
aggregate the logs, to consider the maturity of management as an explicit selection criterion of each 
product category. 

The existence of skills gaps is a chronic problem, especially in the field of OT security, where the field of 
industrial control systems knowledge has a relatively narrow overlap with the field of network security 
knowledge. Companies that implement industrial firewalls initially do not have internal resources equipped 
with the knowledge of the OT protocols and experience in the administration of firewalls. Collaboration with 
ICS-specific security integrators and investment in training in opposition to IEC 62443 structures is the right 
reaction. 

The vendor life cycle risk in OT environments is worth being mentioned explicitly. OT firewall 
implementations can be supported up to ten to fifteen years without a replacement of hardware. An 
acquired niche industrial firewall vendor who stops selling its OT product line or quits the market can leave 
critical infrastructure operators without support of deeply embedded equipment, which is a part of 
operational processes. Assessment of financial soundness of vendors, history of acquisitions and long term 
OT commitment is hence an important selection criterion in this field. 

 
10. SOLUTIONS A FRAMEWORK FOR PRACTICAL IMPLEMENTATION 
10.1 Baseline Before You Deploy 
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The worst error ever made in multi-domain firewall implementation is placing a device between the traffic 
that it will control and that traffic has not been sensibly understood and documented. This would imply in 
OT settings, passive baselining of the network with tools like Nozomi Networks Guardian or Claroty Platform, 
prior to installing any type of firewall in the traffic stream. These tools conduct non-invasive traffic 
monitoring that traces all the devices, all the flows of communications and all the protocols applied on the 
OT environment. It is based on this that firewall rules should be written. Rules based on legitimately 
observed traffic are much more precise, and much less likely to introduce operational disruptions on 
enforcement initiation, than memory-based or partial network diagram-based rules. 

This applies to the same case with IT micro-segmentation projects. Organizations must apply network 
visibility tools to provide east-west communication paths across application tiers and server groups prior 
to internal segmentation rules implementation. Undocumented but business-critical application 
dependencies like an ERP system unexpectedly calling a legacy authentication service will cause 
application functionality to fail unless the policy of segmentation includes them. 

10.2 Policy Design Precision Is the Standard, Not an Aspiration 
Security strategy is put into operation where firewall policy design is concerned. The first principle is least-
privilege access any rule will only allow the minimum traffic required to document approved business 
operations. The specifications that must be given by rules include source, destination, port/protocol and 
application identity as far as possible. The use of any as a service or destination specification must have 
express business rationale and be signed off. Organizations go uncontrolled risk silently through years of 
gradual change by permissive rules. 

 
Fig -9: Solutions A Framework for Practical Firewall Implementation 

 

The policy of OT firewall must be based on positive-security whitelisting. The patterns of OT communication 
are extremely predictable and regular as soon as baselines are identified, which is why the policy of 



  Partners Universal International Innovation Journal (PUIIJ) 

Volume: 04 Issue: 02 | March-April 2026 | ISSN: 2583-9675 | www.puiij.com                            

 

© 2026, PUIIJ  | PU Publications | DOI:10.5281/zenodo.19630402                                                    Page | 85  

 

whitelist is possible when in the dynamic IT environment it is not. All the traffic that does not correspond to 
a particular permit rule is rejected. Such a model gets rid of the arms race of keeping blacklists and is facing 
the ever-evolving attackers. 

WAF policy deployment is to be started in detection mode and then it can be enforced. The detection phase 
enables the security teams to monitor what would have been blocked during production traffic, filter out 
false positives and establish organizational confidence before traffic-affecting enforcement takes place. 
The most frequent reason why WAF deployments become out of commission by application owners 
because they are blocked out legitimate traffic is the fact that this step is skipped and organizations are 
left with a security tool that is a mere piece of paper. 

10.3 Change Management as a Security Discipline 
Firewall change management isolates security programs which hold significance of control over time as 
opposed to those which accrue undocumented risk. Each change in rule must pass through a procedure 
that involves business reason, risk evaluation, back-up plan, implementation authorization and post 
change validation test. The compliance finding is the unapproved changes, which is stated in the PCI-DSS, 
HIPAA, IEC 62443, and practically in all other large-scale regulations. Tufin Orchestration Suite, FireMon, and 
AlgoSec are among the tools that are used to automate policy analysis to find shadowed rules, overly 
permissive rules, unused rules, and compliance violations which make change management scalable in 
even complex multi-vendor environments. 

10.4 Continuous Monitoring and Validation 
The lack of actionable logs and alerts produced by a firewall gives false security. Events related to 
connection, IPS, threat, authentication and configuration change are supposed to be recorded in a 
centralized SIEM in real time. Denied traffic logs can also be useful in detecting threats: a burst in the number 
of denied connection attempts made by a particular internal host is a good early warning of malware that 
is performing reconnaissance of lateral movement. Active validation should be done as opposed to 
passive monitoring to ensure that firewall controls are working as desired. Penetration tests that seek to 
bypass firewall controls, red team exercises that seek to test detection and response against real world 
techniques of adversaries and automated security validation systems like Pentera and Cymulates have 
systems that continuously test that enforcement is being applied as intended, and was not eroded by 
configuration drift or policy accumulation. 

 

11. FUTURE PROSPECTS WHERE MULTI-DOMAIN FIREWALL ARCHITECTURE IS HEADING 
The domain-specific firewall strategy will undergo several changes in the coming years based on a 
number of developments. The use of artificial intelligence in improving detection features is being 
incorporated in all types of firewalls, and machine learning has been used in anomaly detection in both IT 
NGFW and OT industrial firewall systems. The practical effect is increased speed of identifying new attack 
methods that cannot be identified by the existing signatures, but the accuracy and justifiability of AI-based 
enforcement actions in highly stakes OT settings are both frontiers of assessment and discussion. 

The ongoing expansion of 5G as well as private cellular networks in industrial settings will present novel 
connectivity routes in OT that will disrupt the traditional wired segmentation boundaries, necessitating 
industrial firewall structures to be adjusted to wireless-native OT traffic. The operational technology and 
edge computing platform integration where compute assets are physically relocated to the field devices 
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will demand industrial security controls that are able to run in further distributed and more physically 
exposed deployments. 

 
Fig -10: Future Prospects Where Multi-Domain Firewall Architecture is Heading 

 

Within the web edge domain, the overall development of API-first application architectures and the 
resulting increase in API attack surfaces will cause more specialization of WAF and API security gateway 
services. The line between the traditional WAF functionality and specific API security platforms will probably 
become unclear as the vendors of WAF will introduce schema validation, rate limiting, and API behavioral 
analytics into their product lineup. All three domains will be subject to investment pressures by the 
authorities. The growth of NIS2 requirements in Europe, the development of CISA mandatory reporting and 
security requirements in the United States, and the growing role of cyber insurance underwriters in 
prescriptive specifications of security architecture design are all forming a minimum compliance floor that 
is turning the multi-domain firewall architecture into a regular expectation and not a best practice. 

 

12. ETHICAL IMPLICATIONS AND GOVERNANCE DIMENSIONS OF MULTI-DOMAIN FIREWALL 
STRATEGY 
In critical infrastructure settings, decisions regarding cybersecurity architecture are not necessarily 
technical. They have moral implications, administrative burdens, and social implications which 
practitioners ought to be aware of in addition to the technical needs as mentioned elsewhere in this article. 

12.1 Responsible Knowledge and Dual-Use Concerns 
The comprehensive listing of the types of OT vulnerabilities, industrial protocol vulnerabilities, and firewall 
implementation gaps has a valid and useful educational purpose. It also, by definition, makes the 
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knowledge of the threat landscape aware of enemies who read the same literature. This is the dual-use of 
all security research and publication. It is not to shun the discussion of vulnerabilities but rather to make 
sure that architectural advice should be accompanied by practical remediation. Articles and training 
content that records attack surfaces without commensurate advice on mitigation exacerbate a knowledge 
asymmetry that favors well-resourced attackers over under resourced defenders. The security architecture 
guidance published or shared by practitioners is a professional obligation to make the defensive 
information available as well as the threat description. 

 
Fig -11: Ethical Implications & Governance in Multi-Domain Firewall Strategy 

 
12.2 Conflict of Interest and Vendor Recommendation Ethics 
Architectural advice that identifies particular vendor products without the disclosure of potential affiliations 
between the author, his or her organization, and the named vendors is below the ethical level of practitioner 
reference material. This is true of both academic articles, vendor-sponsored white papers, and conference 
presentations. Explicit conflict of interest declaration is the norm in the world of academic publications. 
Practitioner literature should be no exception. The readers have the right to find out whether a 
recommendation to adopt a particular product of a certain vendor came as a result of an independent 
technical assessment or it was based on a commercial association. 

12.3 Governance Frameworks for Security Architecture Decisions 
Single security practitioners are not supposed to make critical infrastructure security architecture decisions 
in isolation. Regulated industries such as electric utilities, NERC CIP, nuclear facilities, NRC cybersecurity, and 
financial institutions with DORA in the European Union require the governance systems to mandate a 
particular approval chain, risk acceptance procedures, and documentation of security control decisions. 
In areas where no regulatory requirements are defined, architecture choices with operational safety 
consequences, like the implementation of a new firewall in a process control system, must consider 
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operational technical management, operational safety engineering teams and executive risk acceptance 
together with security engineers. Decisions related to multi-vendor architecture, especially, due to their 
ongoing complexity in operation and vendor management, are well served by formal architecture review 
board procedures that capture the rationale and risk trade-offs in a manner that endures personnel 
turnover. 

12.4 Equity and Access in Critical Infrastructure Security 
Large and well-endowed organizations can implement the security architecture outlined in this article. It is 
quite impossible in small water utilities, rural electric co-operatives, small community hospitals, and the 
like that provide critical infrastructure in underserved communities with low to no security budgets. This 
equity has a direct equity aspect populations served by small, under-resourced critical infrastructure 
operators is more likely to be low-income, rural, or otherwise socially marginal communities that are also 
less capable of absorbing the impacts of infrastructure failure. The security community is not only 
supposed to advise the well-endowed. It encompasses lobbying regulatory and funding structures that 
promote the security enhancements of under-invested critical infrastructure, and the vendors of 
technology to create products and price structures suited to organizations that genuinely cannot buy 
enterprise-grade products. 

12.5 Legal Liability and Duty of Care 
Due to the growing frequency and impact of cyber-physical attacks on critical infrastructure, the question 
of legal responsibility of security architecture decisions is gaining more and more traction. In the United 
States, a number of legislative proposals and executive orders have started to develop positive security 
responsibilities on critical infrastructure operators. NIS2, in the European Union, has provisions on personal 
liability of management due to negligence in cybersecurity. Security architects and practitioners who 
recommend or execute security architectures in critical environments must understand that their 
professional choices can have implications of legal liability that would spill over into areas beyond their 
immediate employment relationship. Recording of the rationale behind the decision, acceptance of the risk 
and the trade-offs that have been made in the selection of the architecture is therefore a governance best 
practice as well as a professional self-protective action. 

 

13. GLOBAL PERSPECTIVES AND REGIONAL CONSIDERATIONS IN MULTI-DOMAIN FIREWALL 
STRATEGY 
The fundamental technical concepts of domain-specific firewall design, trust-boundary segmentation, 
OT-conscious inspection in industry, web-edge protection in application layers are universal. The 
environment in which it is implemented, such as the extent of vendors, regulatory needs, profiles of threat 
actors, and budget constraints, are geographically different. Non-North American and Western European 
practitioners need to be given guidance that is culturally adjusted, which is not thoroughly offered in the 
central part of the article. 

13.1 Vendor Ecosystems by Region 
The US-based vendors, such as Palo Alto Networks, Fortinet, Cisco, and Check Point, dominate the market 
of the North American and Western European firewall as explained in the main article. Huawei enterprise 
portfolio of security in Asia-Pacific, specifically in China and those markets that have major investments in 
Chinese infrastructure, offers a strong and technically viable alternative. The USG series of firewalls by 
Huawei are deployed at enterprise and carrier level in China, Southeast Asia, Africa and some parts of Latin 
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America. Their omission in the vendor discussion in this article is a market view, as opposed to a technical 
view of the markets. The practitioners in these markets should be able to compare Huawei to the same 
domain specific criteria that is discussed in this article. 

 
Fig -12: Global Perspectives & Regional Considerations in Multi-Domain Firewall Strategy 

 

Stormshield, an Airbus CyberSecurity subsidiary, enjoys certain regulatory status in France and in the 
European public sector and defense community. In some French government and critical infrastructure 
deployments, products with the Restricted classification level certified by the French National Information 
Systems Security Agency (ANSSI) are mandatory. The Network Security and Industrial Security product lines 
of Stormshield can cover both IT and OT environments and specifically target sovereignty-sensitive 
deployments in which US-originated vendor products become a matter of concern regarding data 
governance. 

13.2 Regulatory Landscapes Outside North America and Europe 
The regulatory references of the article are focused on the US (CISA, NERC CIP, PCI-DSS) and EU (NIS2) 
frameworks. Organizations with other jurisdictions have different compliance landscapes because of the 
critical infrastructure that they operate. The Cybersecurity Law (2017), Data Security Law (2021), and the 
2022 Regulations on the Security Protection of Critical Information Infrastructure in China, establish 
obligatory security criteria on operators of designated critical information infrastructure in China that has 
network segmentation requirements broadly similar in purpose, however, possibly different in detail, to 
those of IEC 62443. CERT-In directions (2022) proposed incident reporting requirements and some security 
architecture requirements on organizations that are present in India. The operational OT security regulatory 
frameworks were achieved in Singapore when the Cybersecurity Act (2018) and the Operational 
Technology Security Masterplan required that the industry regulators develop regulatory frameworks on 
OT security in the critical infrastructure sectors. Such practitioners working in these jurisdictions are advised 
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to test the requirements they are subjected to against these frameworks instead of thinking that the US or 
EU standards are in effect. 

13.3 Threat Actor Profiles by Region 
The geographical differentiation of the threat landscape should be used to shape the architecture and 
monitoring priorities. Middle Eastern industrial infrastructure has been a continuous target of Iranian actors 
associated with the state as Mandiant APT33 and APT34 have trailed. The manufacturing and energy 
industries of Southeast Asia are under a considerable threat of operations by groups that are accredited 
to Chinese state interests. OT-oriented activity is rife and Latin American critical infrastructure operators 
are an ever-increasing target of ransomware attacks by financially-driven gangs. African 
telecommunications infrastructure and energy infrastructure where there is a high level of Chinese-funded 
investment and this has created dependence on operations presents a unique supply chain risk profile. 
Knowing what types of threat actors are most applicable to the geographic and industry-specific 
environment of a particular organization should guide both the choice of firewall vendor (including any 
issues related to vendor nation-state alignment) and monitoring priorities setting. 

13.4 Resource Constraints in the Global South 
Critical infrastructure operators in many developing-worlds, such as power utilities, water authorities, and 
healthcare providers, do not have the budget to support the multi-vendor architecture outlined in this 
article. OT environments could be running with little or no specific cybersecurity personnel in organizations 
in Sub-Saharan Africa, some parts of South and Southeast Asia, and Latin America. In such contexts, 
phased guidance, rather than wholesome architecture frameworks, is more appropriate. Physical 
separation of the OT network by any IT connection and very stringent control over any equipment that is 
added to the OT environment is the practical minimum of OT protection in any severely resource-
constrained environment. ICSA, the ICS-CERT, and regional CERTs offer free resources that offer baseline 
guidance, which can be implemented at a low cost. 

 
14. CONCLUSION ARCHITECTURE AND DISCIPLINE DETERMINE OUTCOMES 
The main thesis of this paper is that architectural radically different environments have radically different 
security control demands and firewalls are no exception to this fact. IT networks require NGFWs that perform 
deep application inspection, TLS decryption and user identity integration, both at the edge and internally 
to be used to segment east-west. The OT networks require hardened industrial firewalls that are OT-
protocol-aware and deep packet inspection, deterministic low latency, fail-safe operation, and physical 
durability, structured around the Purdue model and the Industrial DMZ between IT and OT. The web facing 
environments must have WAFs that have OWASP compatible signature coverage, behavioral analysis, API 
security, and bot management which should be delivered over cloud edge platforms that are distributed 
globally. Cloud workloads and distributed users require FWaaS or SASE solutions that enforce them in the 
same way irrespective of location. 

No one vendor is so good at all these things. Multi-vendor architecture is not an inconvenience in 
procurement. In dual-firewall DMZ and dual-perimeter OT designs, a purposely designed security 
approach means that no individual product vulnerability can be used to compromise two layers of 
protection at the same boundary simultaneously. The limit of what can be is the product selection. This is 
dictated by architecture, policy design, and operational discipline, which dictate how close organizations 
are to that ceiling. When firewalls are installed appropriately at the boundaries between zones where real 
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trust differences exist, with rules based on documented communication baselines, with disciplined change 
processes, and continually refined against current threats, provide significantly better security effects than 
superior products deployed without equivalent discipline. It is only the organizations that are aware of this 
difference and take action that will construct truly resilient security architectures. 
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