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Abstract - Cloud computing has changed the design, deployment, and management of technology 
infrastructure among the organizations in a fundamental manner. With the movement of core workloads 
to cloud environments based on both Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) 
and Software as a Service (SaaS) models, the formerly understood security perimeter has become 
permeable. Instead, it has a dynamic, identity-driven attack surface which requires radically different 
approach to security governance. This paper is a technically based, full-scale guide to cloud security 
practitioners, architects, and organization decision-makers. It looks into the entire range of cloud security 
fields, starting with the basic threat landscape analysis and shared responsibility model, then moving on 
to Cloud Access Security Brokers, Identity and Access Management, identity federation protocols, data 
encryption practices, Cloud Security Posture Management, continuous compliance monitoring, and cloud 
security auditing. The paper ends with the discussion of design of integrated security architecture, best 
practices in operations in the DevSecOps models, and new technologies such as Cloud-Native Application 
Protection Platforms, confidential computing, and AI-based threat detection. The main thesis is that most 
of the major cloud security breaches can be avoided by exercising a disciplined operation, structural 
integrity, and unrelenting automation. This source is intended to generate real knowledge, rather than 
product catalog. 
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1. INTRODUCTION 
1.1 The Perimeter That No Longer Exists 
It was the time when a robust wall was built in order to ensure the safe environment of a corporation 
technologically. The firewalls were placed at the network periphery. Information was stored in servers within 
the building. The systems were accessed by users on desks within the same physical boundary. There was 
some logical clarity to the security model, although it was never flawless. The "inside" was trusted. The 
outward was not. Cloud computing has rendered such a model obsolete. Organizations today are running 
workloads of production on Amazon, Microsoft, or Google owned infrastructure. They have their employees 
using sensitive applications at their home networks, coffee shops, and airports internationally. Their 
information goes through information hubs of various continents. Their software is packaged together 
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using third-party modules, open-source libraries, and managed services which completely hide the actual 
hardware. The boundary has not changed. It is no longer a consistent notion. 

This is not necessarily a harmful change, but it requires a radically new strategy of security. In cloud 
environment, attack surface is determined by identity, configuration and access policy rather than 
geography or topology of network. The attackers that the cloud environments are targeted by are not 
mostly the sophisticated state-sponsored hackers that utilize the zero-day vulnerabilities. More frequently, 
they are opportunistic members, who scan using automated scanning tools, and seek poorly configured 
storage buckets, unsecured API keys, and service accounts that are over-permitted. Exotic attacks have 
not been the most devastating breaches of a cloud in the recent history. They have included simple 
breakdowns to operation that could have been avoided by good teams which are armed with appropriate 
tools and processes. 

 

Fig -1: The Perimeter That No Longer Exists 
 

This paper offers a well-organized, practical guide on the in-depth study of cloud security. It discusses the 
conceptual base, the key technical domains, the governance and compliance aspects, the architectural 
integration issue, and the operations practice that define the difference between the strong and the weak 
cloud security programs. There is a point of clarity and usefulness. The industry does not require additional 
product comparisons and general claims on holistic security. It requires proper thinking on what cloud 
security really entails and its delivery method. 

 
2. OBJECTIVES 
The main aims of this paper are the following. First, it will define a technical concept of the difference 
between cloud security and conventional on-premises security paradigms and why this difference is 
relevant to practice. Second, it attempts to clarify the shared responsibility model in finer details in the three 
key service models and where the provider roles finish and customer roles commence. Third, the article 
aims to offer an organised analysis of the fundamental disciplines of cloud security such as identity 
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management, data encryption, posture management and compliance monitoring in a manner that ties 
theory to operational reality. Fourth, it offers a combined architecture framework of how disparate security 
controls work better when intended to be employed together. Fifth, it determines the most significant 
emerging trends that transform cloud security such as artificial intelligence (AI)-based detection, 
confidential computing, and consolidation of cloud security tools into single platforms. Lastly, the paper 
provides practitioners and organizational leaders with practical advice that can be implemented at once 
to enhance cloud security programs at any maturity level. 

 

3. THE THREAT LANDSCAPE 
3.1  What Cloud Security Is Actually Defending Against 
The threat landscape is the beginning of any security program. The threat landscape in cloud environments 
is highly defined that it has not significantly changed over the various years of reporting in the industry. The 
most common cause of cloud security attacks is misconfiguration. Misconfiguration has been continually 
listed in the Cloud Security Alliance, IBM Security, and various threat intelligence reports published by 
providers as the most common attack vector in IaaS, PaaS, and SaaS. The process is simple, cloud 
infrastructure can be provisioned via APIs and configuration files usually at high rate by teams that are 
being driven by delivery pressure. In case such configurations are not done correctly, then the resources 
that are supposed to be private are made public. Those services which are not supposed to be made 
available to everyone get in the hands of anyone on the internet. The Capital One breach of 2019 explains 
this point exactly. One of the attackers used a misconfigured Web Application Firewall in a AWS setup to 
attack it with a Server-Side Request Forgery attack to steal personal information of more than 100 million 
customers. It was not an advanced zero-day that would be the root cause of the vulnerability. It was a 
mistake in configuration. 

 
Fig -2: The Threat Landscape  
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The second type of dominating threat is Identity-based attacks. Hackers who gain legitimate cloud 
credentials are able to act within cloud environments with equivalent ability as the authorized users to 
whom those credentials are attributed. Phishing attacks on cloud users, secrets left in publicly accessible 
code repositories and over-permitted service accounts all are well documented attack vectors. The secret 
scanning service used by GitHub itself has been consistently identifying millions of sensitive tokens and 
credentials in public repositories every year, such as AWS access keys, Azure service principal credentials, 
and Google Cloud API tokens. After gaining access to a cloud environment and an authenticated user, an 
attacker will encounter minimal of the conventional barriers that a network-based security control would 
bring. 

The impact of cloud security failures is data exfiltration at scale, which makes this security issue so 
expensive. Structured data is periodically stored in cloud storage systems and databases in volumes that 
would have been challenging to handle in-house. Failure of access controls means that cloud storage is 
fast and effective in data theft because of the same scalability. These threats are countered by the cloud 
security on three principles. Zero Trust Architecture does not consider any identity or network location as a 
trustworthy one. All access requests should be identified, authenticated and monitored irrespective of the 
source. In Defense in Depth, several overlapping controls are provided on both levels of the architecture, so 
that there will be a single point of failure that will not result in a total compromise. The Least Privilege 
principle provides that each identity, both human and machine, can only have the permissions necessary 
to accomplish its designated role, minimizing the harm that a credential compromise can cause. 

 

4. THE SHARED RESPONSIBILITY MODEL 
4.1 Understanding the Division of Obligation 
There is no more significant concept in cloud security that is more misconceived than a shared 
responsibility model. All large cloud providers have it well defined. Amazon Web Services mentions that it 
takes care of the security of the physical data centers, hardware, the hypervisor and the global network 
infrastructure, the security of the cloud of. Security in the cloud is the responsibility of the customer, it 
includes operating systems, application code, data, and identity settings. Microsoft Azure and Google 
Cloud Platform have similar principles of operation, and slight variations in the description of the boundary 
of particular managed services. 

This division varies dramatically with the three service models in terms of the practical meaning of the term. 
In IaaS designs, where the customer leases virtual computing, storage and networking capabilities, the 
customer is heavily burdened with security. The provider ensures that the physical structure and the 
hypervisor are safe. The customer is responsible for all the above the layer, the operating system, the 
runtime, the application, the network configuration, the access policy. Under PaaS, the provider controls the 
underlying OS and runtime and the customer is limited to application code, data and configuration. In SaaS 
settings, the vendor has control over virtually the whole technology stack. The key security levers to the 
customer are the access control policies, data classification and application configurations settings. 

The possibility of misconception of this model is direct and quantifiable. Take the example of an 
organization that is moving a relational database to Amazon RDS. AWS manages the patching of database 
engines, hardware, and default encryption of the storage. The customer will still be in charge of setting up 
the security group to only allow authoritative sources to access the database, administer database user 
privileges, enable and inspect audit logs, implement suitable data classification policies, and encrypt and 
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control database backups. The organizations that believe that the cloud implies that it will be the provider 
to take care of security usually bypass these steps. The gaps that are created are not hypothetical. They 
are regularly found in reports of breaches and audit results in all industries and geographies. 

 
Fig -3: The Shared Responsibility Model Understanding the Division of Obligation  

 

The implication to action is simple in case of any cloud service in use, security teams are supposed to 
document clearly what controls the provider is providing and what controls the customer is supposed to 
provide. This is a repeat exercise that is used throughout the service catalog and is likely to expose some 
remarkable loopholes in organizations that have expanded their cloud presence in an organic manner and 
lacked a formalized approach to security governance. 

 
5. CLOUD ACCESS SECURITY BROKERS 
5.1 Governing the Shadow and the Sanctioned 
A Cloud Access Security Broker or a CASB can be described as a control entry point between the user and 
cloud services. It aims at creating visibility, data policing, threat detection, and compliance on cloud usage 
which would otherwise be hard to control or impossible to control using traditional network security 
measures. The motivation behind the creation of CASBs has been present since the time when employees 
started to use cloud services without IT knowledge and authorization, which the industry calls shadow IT. In 
cases where a sales team has a personal Dropbox account containing sensitive customer information, or 
an engineering department has one using a personal GitHub account where proprietary code is stored, 
then the organization has a data governance issue that cannot be addressed by a traditional firewall. The 
gap has been filled with the development of CASBs which offer visibility into the usage of clouds service, 
authorized and unauthorized, and application-layer policy enforcement. 
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CASBs have deployment models that have significant tradeoffs. A forward proxy will intercept outgoing 
user traffic to the cloud services and will give detailed visibility of the traffic even unsanctioned applications. 
It needs the deployment of the endpoint agents or the redirection of traffic and can face difficulties in 
handling encrypted traffic of the uncontrolled devices. A reverse proxy will capture the traffic between users 
and directly between them and particular sanctioned applications and is especially effective with browser-
based cloud applications and does not need a specific endpoint agent. With API-based integration, APIs 
that are connected directly to the cloud service administrative APIs allow policy enforcement and data 
scanning of approved applications without any traffic flow modification. The API integration has the least 
difficulty to implement and can only work with applications, which provide the appropriate administrative 
interfaces, and lack the capability to monitor the traffic in real-time. 

 
Fig -4: Cloud Access Security Brokers (CASB) 

 

The functional areas on which the capabilities provided by CASB platforms are clustered are four. The 
visibility and shadow IT discovery provides the security teams with the full picture of how the cloud services 
are used in the organization. When an organization first uses a CASB, it is common to find out the presence 
of hundreds of different cloud applications that are currently in use. A large number of them have a high 
degree of data risk. Data Loss Prevention enforcement helps to be sure that the sensitive data, which may 
be the payment card data, personal health information, or intellectual property, does not pass to 
unauthorized cloud destinations. Threat protection based on UEBA detects behavioral abnormalities that 
can be used to identify compromised accounts or insider-threats. A customer that downloads 50,000 files 
in one session overnight is showing a behavior that does not reflect the historical background and should 
be investigated. The compliance mapping relates the data of cloud activities to the regulatory framework 
requirements and thus it is simpler to prove the compliance status under GDPR, HIPAA or PCI-DSS. 
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The development of CASB technology has been accelerated by the fact that it is built in the architecture of 
the Secure Access Service Edge. SASE integrates network security capabilities, such as the Secure Web 
Gateways, Zero Trust Network Access, and Firewall as a Service, with those of a CASB into a cloud-based 
service model. In distributed workforce and mostly cloud-based organizations SASE is a solution to a 
fundamental issue the traditional security architecture of supporting the user traffic with a back-end data 
center is ill-adapted to the operations based on the clouds. SASE provides security functions at distributed 
locations of presence, which are nearer to consumers and workloads. 

 

6. IDENTITY AND ACCESS MANAGEMENT 
6.1 The New Security Perimeter 
The identity in a cloud environment has taken the role of a functional equivalent of the network perimeter. 
One cannot physically break into and tap network cables. When an attacker gets a valid identity credential 
with enough permissions, he or she will be able to work within a cloud environment with the same capability 
as the legitimate user. The correct approach to Identity and Access Management is thus not a security 
issue among others. It is the security discipline upon which the rest of the security disciplines rely. 

IAM deals with three issues that are related to each other the issue of determining which identities exist in 
the system, the issue of determining whether an identity is who it says it is, and the issue of determining 
what identities that are verified are allowed to do. Identities in cloud environments are far beyond human 
beings. Service accounts to communicate with cloud APIs, workload identities to be example of 
containerized processes and machine credentials to be used in automated pipelines are all first-class 
identity subjects and need the same rigor of governance as human accounts. Service accounts are an 
especially high-risk commitment since they commonly have far-reaching authorization and are not as 
subject to the monitoring of human account activity as they often are. 

Role-Based Access Control has continued to be the most popular authorization in AWS IAM, Azure RBAC, 
and GCP IAM. The RBAC model allocates roles to identities and assigns permissions to roles whereas it is 
good in a large environment because it allocates permissions on the role level and not on the individual 
user level. Permission drift is a major constraint to the practice of RBAC. With the increase of teams and 
changes of project requirements, roles gain authorizations gradually. The example of an engineer who 
required temporary access to a production database three years ago, might continue to have that access 
to the database under a role that has grown significantly bigger than it was originally. This permission drift 
is close to ubiquitous in mature cloud environments and a systemic and sustained exposure. 

The attribute-based Access Control is more precise as it makes access decisions depending on contextual 
attributes of both the identity requesting access and the target resource, as well as the environmental 
conditions. One of the policies may only allow access to the database when the identity requesting access 
has an attribute of engineer, the resource requested is marked as part of the development environment 
and the requesting device is a device under corporate control and at specific working hours. ABAC 
minimises permission explosion created by RBAC at the cost of complexity in policy management that 
must be carefully managed. 

Multi-Factor Authentication is an autonomous control that cannot be compromised under any 
environment even a cloud environment that deals with sensitive information or systems. The history of the 
industry of compromised credentials has been unambiguous and consistent: accounts with password-
only protection are reliably compromised at scale due to phishing attacks, credential stuffing attacks, and 



  Partners Universal International Innovation Journal (PUIIJ) 

Volume: 04 Issue: 02 | March-April 2026 | ISSN: 2583-9675 | www.puiij.com                            

 

© 2026, PUIIJ  | PU Publications | DOI:10.5281/zenodo.19551592                                                    Page | 51  

 

brute force attacks. MFA, and especially hardware-based tokens, or any authenticator application, 
removes most credential-based account takeover risk. 

Privileged Access Management takes the control of IAM to the most vulnerable identity level. Routine 
operations should never be done with cloud organization administrators, root accounts and break-glass 
credentials. PAM solutions apply just-in-time access, i.e. privileged permissions are granted to perform 
specific tasks, and then automatically revoked, ensuring that the exposure period of any individual privilege 
credential compromise is limited. 

 
Fig -5: Identity And Access Management The New Security Perimeter 

 

The areas that most organizations lack are in identity lifecycle management. Provisioning is usually under 
control since new workers have to have access to work. Discipline is often disintegrated in deprovisioning. 
The accounts of the deceased workers and the expired contractor arrangements as well as the 
depreciated services do not go to waste. One of the regular findings of cloud security audits is orphaned 
accounts, which have access permissions in the past, and are an avoidable risk that can be completely 
avoided. 

 
7. CLOUD IDENTITY FEDERATION 
7.1 Extending Enterprise Identity to Cloud Environments 
The vast majority of organizations come to the cloud adoption with already developed identity 
infrastructure. Active Directory implementations with thousands of user accounts, LDAP directory 
implementations and existing single sign-on configurations are considered to be substantial institutional 
investment. Cloud identity federation enables the organizations to expand that current infrastructure to the 
cloud settings instead of having parallel identity systems. 
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Federation works through the defining of a relationship of trust between an Identity Provider which holds 
authoritative identity records and cloud services as Service Providers. The user logs in to the Identity 
Provider and is issued with a cryptographically signed assertion or a token. The cloud service authenticates 
that token with the configured trust and provides access without authenticating that token. The 
mechanism allows the Single Sign-On to scale to enterprise and centralize the identity governance in a 
manner that minimizes administrative overhead and enhances the consistency of security. 

Enterprise cloud identity federation involves three protocols. The most developed standard is SAML 2.0 
which is XML based which is widely used in enterprise applications and cloud providers. OAuth 2.0 is an 
authorization delegation protocol which allows users to provide applications with scoped access to 
resources without providing credentials. OpenID connect is a layer that is based on OAuth 2.0, which 
provides identity assertion in a JSON-based format that is appropriate to the new API-driven applications. 
OIDC is now the protocol of choice in cloud-native because it has a lighter implementation profile than 
SAML. 

 
Fig -6: Cloud Identity Federation Extending Enterprise Identity to Cloud Environments 

 

Combination of on-premises Active Directory and cloud platforms is frequently carried out with the help of 
synchronization software such as Azure AD connect which duplicates directory identities to Entra ID 
(previously Azure Active Directory). AWS and GCP have federation with external IdPs that are supported 
using AWS IAM Identity Center and SAML and OIDC configurations, respectively. Both solutions maintain the 
on-premises directory as the authoritative source of identity yet cloud service access is available without 
additional credential management. 

One of the areas where the implementation errors have serious consequences is federation security. In the 
event that a SAML assertion signing certificate has been compromised, then the attacker will be able to 
forge assertions and impersonate any user in the federated domain. The configurations of Service Providers 
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that take in assertions by untrusted Identity Providers violate the whole trust model. The weakly configured 
TLS connections can be subjected to token theft by session hijacking or man in the middle attacks, which 
will provide long term access without re-authentication. Although it is indeed a complicated case, the 
SolarWinds case of 2020 has shown how trust relationships between identity systems, namely, the forged 
SAML tokens to authenticate against Microsoft 365 services, can facilitate lateral movement over cloud 
environments. Federation designs must be reviewed on a regular basis, signed certificates with scheduled 
rotation, and validation controls which ensure integrity of assertions is verified prior to access. 

 

8. DATA ENCRYPTION 
8.1 The Last Line of Defense 
Encryption plays a particular and important role in cloud data security. The control is the one that works 
even when the rest of the controls do not work. When a storage bucket is exposed due to misconfiguration, 
when a database credential is obtained by an attacker, when a service account is compromised, 
encryption can be used to define whether the data accessed by the attacker is readable. Due to this reason, 
encryption is not a checkbox of compliance. It should be applied in a careful manner throughout the data 
life cycle. 

 
Fig -7: Data Encryption The Last Line of Defence 

Rest encryption secures information that is stored in cloud storage, databases, and object stores. The three 
leading cloud providers use AES-256 encryption at rest, which is the default encryption for most storage 
services, as the current industry standard in symmetric encryption. Key management is the key variable. 
Encryption at rest offers the customer some reasonable protection against insider threats and physical 
media theft by the cloud provider when the cloud provider handles encryption keys on behalf of the 
customer. It fails to safeguard against a compromised cloud account, since the same authentication that 
allows access to the data usually allows access to the decryption keys, also. Customer-Managed Keys help 
solve this by leaving the management of keys to the customer, with services such as AWS KMS, Azure Key 
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Vault, or Google Cloud KMS. The data access isolation that CMK provides enables organizations to retain 
control over data accessibility even in the event that credentials to cloud accounts are compromised, and 
enables key revocation as a component of incident response. 

The in transit encryption safeguards information that transits network boundaries. TLS 1.2 is the lowest 
standard that can be accepted, and TLS 1.3 is highly desirable when using a new implementation. TLS 1.0 
and 1.1 are known to have cryptographic weaknesses, and should not be employed in a sensitive data 
environment. The reality issue is that most organizations have old application elements, internal service 
integrations, or third-party vendor links that fall back to older protocols. A mature cloud encryption 
program needs to include systematic inventory of transport encryption of all communication paths, 
including internal service-to-service traffic in cloud environments. 

The last gap in the data lifecycle is filled with encryption in use, which is deployed as confidential 
computing. Conventional encryption secures data when at rest and in transit, but requires data to be 
decrypted prior to processing, which creates a window of vulnerability even in highly secured environments. 
Confidential computing relies on Trusted Execution Environments, hardware-based platforms, such as Intel 
SGX, AMD SEV, and ARM TrustZone, to compute on encrypted data on isolated hardware enclaves 
inaccessible to the host operating system, hypervisor, or cloud provider infrastructure. All of AWS, Azure, and 
GCP provide types of confidential computing instances. This feature is especially pertinent to regulated 
industries, including healthcare and financial services, which traditionally did not want to move sensitive 
workloads to the cloud because of the fear of being exposed to multi-tenant infrastructure. 

Encryption programs most often fail in practice at key lifecycle management. The keys are required to be 
rotated in a specific rotation pattern to reduce the harm of exposure without detection. Retired keys should 
be stored in a secure place until the time needed to decrypt past information, and then destroyed. 
Important material should not be included in application logs, environment variable setup that can be 
accessed by any untrusted process, and version control repositories. Hardware Security Modules are 
tamper resistant hardware used to store keys and perform cryptographic functions. Cloud HSMs such as 
AWS CloudHSM and Azure Dedicated HSM, offer the security features of dedicated hardware, without 
requiring organizations to acquire and operate physical appliances. The default scheme in most cloud KMS 
systems, envelope encryption, is based on the efficiency of symmetric data encryption, and the access 
control benefits of a managed key hierarchy, by encrypting data encryption keys with a master key stored 
in the KMS. 

 
9. CLOUD SECURITY POSTURE MANAGEMENT 
9.1 Systematic Misconfiguration Detection 
Cloud Security Posture Management solutions deal with the largest contributor to cloud security risk, 
statistically, misconfiguration. CSPM tools are used to conduct automatic, ongoing, evaluation of 
configurations of cloud environments, comparing actual deployed state with security best practice, 
compliance framework requirements, and organizational policy. 

Misconfiguration detection at scale is the basic capability of CSPM. Manual review of configurations is not 
viable and cannot be trusted in large cloud environments with hundreds of accounts, thousands of 
resources, and dozens of services being used. CSPM platforms will scan configurations that are violating 
security principles S3 buckets with open access, RDS instances with open internet access, security groups 
with open inbound traffic, IAM roles with wildcard permissions, storage services with server-side encryption 
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disabled, and virtual machines without endpoint protection. These results are actual exploitable 
vulnerabilities. Misconfiguration and exposed credentials have continued to be among the leading root 
causes of cloud-related incidents in both the IBM Cost of a Data Breach Report and the Verizon Data Breach 
Investigations Report. 

Successful CSPM systems use contextual scoring of risk, as opposed to equal treatment of findings. A 
storage bucket with encrypted, publicly accessible marketing data has a different risk profile to an internet-
accessible database instance with customer financial data. Remediation effort can be prioritized to where 
it is most needed by risk scoring that considers resource sensitivity, exposure level and likelihood of 
exploitation. Compliance mapping extrapolates CSPM results to regulatory and framework requirements. 
Cloud platform CIS Benchmarks, NIST 800-53, ISO 27001, SOC 2, and PCI-DSS controls each contain 
configuration requirements that can be mapped findings to using CSPM tools. This ability converts 
technical results into compliance language which can be acted upon by organizational stakeholders, legal 
teams and auditors. 

 
Fig -8: Cloud Security Posture management (CSPM) 

Auto-remediation is one of the most valuable features of scaling CSPM to scale. In case of a 
misconfiguration, an automated workflow can take action to fix the situation automatically. A publicly 
accessible storage bucket can be configured to be private. A security group that has a too liberal inbound 
rule can issue an automated notification containing a built-in remediation script. Auto-remediation needs 
to be handled with care, especially in the context of production environments, but when finding categories 
are well-defined and low-risk, automation can reduce the mean time to remediation by days or weeks to 
minutes. CSPM is integrated with DevSecOps pipelines to detect CSPM earlier in the development lifecycle 
when the cost of correction is minimal. Infrastructure as Code (like Terraform, CloudFormation, etc.), can 
be scanned against security vulnerabilities prior to deployment with services such as Checkov, KICS, and 
Terrascan as part of CI/CD pipelines and enforced as quality gates as needed. A resource that cannot be 
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deployed due to a misconfiguration is always better than a resource that is misconfigured and was 
identified in production three months after deployment. 

 

10. CONTINUOUS COMPLIANCE MONITORING AND CLOUD SECURITY AUDITS 
The old fashioned compliance testing was conducted on annual or semi-annual basis. A sample of 
configurations and controls were audited at a single point in time by an auditor who produced a findings 
report and returned the next year. This model has been structurally inadequate in cloud environments. 
Clouds can be altered within a couple of minutes. A Monday audit-passing environment might have 
materially changed by Friday as a result of automated deployments or new service provisioning, or 
configuration changes under operational pressure. 

 
Fig -9: Continuous Compliance Monitoring & Cloud Security Audits 

 

Constant compliance assessment is an alternative to the periodical snapshot as it is an automated, 
ongoing evaluation process. The compliance status of the environment is monitored and anomalies 
identified and brought to the fore as they arise and not at the next scheduled review. The most widely 
discussed compliance frameworks in cloud security programs are ISO 27001, the NIST Cybersecurity 
Framework and SP 800-53, the PCI-DSS in the context of an environment that works with payment card 
data, and the GDPR in the context of organizations that work with personal data of EU residents. 

Policy-as-Code is an innovative change in the way compliance requirements are handled and 
implemented. Instead of specifying requirements in a set of static documents that need to be manually 
checked, requirements are specified as machine-readable policies that are automatically checked 
against the environment. Open Policy Agent, AWS Config Rules, Azure Policy and GCP Organization Policy 
Service allow organizations to encode their compliance needs in policy definitions that trigger on each 
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resource deployment and configuration change. Non-conforming resources may be blocked or marked to 
be remedied on the spot. This model eradicates the disconnect between what is recorded and what is 
happening in the field that characterises traditional compliance management. 

SIEM integration links continuous compliance monitoring with the rest of the security operations capability. 
AWS CloudTrail, Azure Activity Log and GCP Cloud Audit Logs are cloud-native audit logs that contain 
detailed records of all actions undertaken on a management plane within a cloud environment. These logs 
have to be centrally stored, and kept over time periods as mandated by the relevant frameworks, and fed 
into SIEM systems where they can be correlated, interrogated and analyzed. Loopholes in log coverage are 
a compliance shortcoming as well as an operational blind spot that restricts the ability to detect and 
respond to incidents. 

Cloud security audits are used to control risks internally as well as to comply with regulatory requirements. 
Internal audits, where the security or compliance team of the organization conducts them, give the 
organization a continuous feedback loop and build institutional expertise. Certifications such as SOC 2 Type 
II, ISO 27001 and PCI-DSS require third-party audits, which are performed by independent assessors. An 
adequately scoped audit includes identity and access control, network security settings, data protection, 
completeness of logging, ability to respond to incidents, and configuration management. 

The structured comprehensive log data that cloud platforms produce by default is advantageous in the 
collection of evidence to support cloud audits. Every API call is logged with AWS CloudTrail. Azure Activity 
Log logs every management activity. GCP Cloud Audit Logs offer a similar coverage. Volume management 
and the impermanence of cloud resources are the challenge, and a cloud resource can be destroyed 
before it can be forensically examined. Cloud environments need pre-configured log retention policies, 
snapshots of resource configuration, and documented evidence collection processes that can work at the 
rate of change of cloud infrastructure. 

 
11. INTEGRATED CLOUD SECURITY ARCHITECTURE 
11.1  Building a Coherent System 
Individual security controls can be far more effective when they are created to be part of an integrated 
architecture and not standalone. An identity context, which does not share identity with the IAM system, 
cannot allow risk-aware access decisions to be made by the CASB. A CSPM tool that does not feed its 
results to the SIEM cannot be used to provide contributions to the threat detection picture. Architectural 
integration is not a feature to have. It is what differentiates security programs that identify and take action 
against actual incidences and programs that produce reports. 

An effective cloud security architecture lays out the controls in four functional layers. The identity layer is 
the most important and the most outer layer and it includes the IAM system, federation settings, MFA 
implementation, and privileged access control. Any access attempt is controlled by the identity layer first 
and then by any other control. The network layer manages the traffic between resources of a cloud, 
between users and cloud services, and between cloud environment and outside systems. Security groups, 
network ACLs, private endpoints, VPN configurations, and cloud-native firewall services are all considered 
network controls. The data layer includes encryption of data at rest and data in transit, key management 
infrastructure, data classification, and DLP policy enforcement. Application layer deals with security of API 
gateways, web application firewalls, container security controls, and enforcement of application level 
authentication. 
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CASB, IAM, CSPM, and SIEM are operational components of a mature cloud security program, which 
combines them into a single detection/response capability. CASB offers insights into the use of cloud 
services and imposes data policy at the user-to-cloud traffic edge. IAM controls access in a cloud 
environment and provides identity context to SIEM. CSPM continuously tracks configuration state and 
produces findings which are sent to the SIEM and to the ticketing system to track remediation. The SIEM 
matches signals of all three with threat intelligence, user behavior analytics and network telemetry. A CSPM 
finding that a publicly exposed service is present, an IAM event that some unusual permission grant has 
occurred, and a CASB alert that an unusual amount of downloads have been made are correlated 
detection signals that would be much more important than individual alerts. 

 
Fig -10: Integrated Cloud Security Architecture Building A Coherent System 

 

Zero Trust in the cloud is a design concept rather than a product. It is achieved by micro-segmentation 
that must explicitly authorize all internal cloud-to-cloud communication, service-to-service 
communication dynamically issued short-lived credentials, by mechanisms such as AWS IAM Roles 
Anywhere and GCP Workload Identity Federation, and by verifying the integrity of workloads through 
attestation instead of assumption. Contemporary cloud platforms have the components of true Zero Trust 
implementation built into them, but it takes disciplined design and regular operational practice to make 
the architecture a reality. 

 
12. OPERATIONAL BEST PRACTICES 
12.1 Security at Cloud Velocity 
Cloud environments are so fast that the conventional change management processes are no longer 
sufficient. Infrastructure, code deployment and configuration iterations are all done in hours, rather than 
weeks, by development teams. Manual review gates at all stages of security practices introduce friction to 
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teams that motivates them to bypass security controls instead of working through them. The best cloud 
security programs address this issue by integrating security into the development and operations process 
to such a degree that it becomes the course of least resistance. 

The organization practice that enables this embedding is called DevSecOps. CI/CD pipelines include 
security checks that identify vulnerabilities before they get to production. Statics on Infrastructure as Code 
settings, scanning of container images within the build pipeline, scanning of software dependencies within 
the software build pipeline, and detection of secrets within a code commit are all executed in code without 
human involvement at the rate of automated delivery pipelines. Security teams are no longer gatekeepers, 
who are reviewed on deployments, but platform engineers, who autogenerate the security tooling on which 
development teams deploy. 

 
Fig -11: Operational Best Practices Security At Cloud Velocity 

The discipline of IaC security is now a pressing one as Terraform, AWS CloudFormation, Azure Bicep, and 
Google Cloud Deployment Manager have become the main tools to provision cloud infrastructure. 
Consistency, repeatability, and version control are the same qualities that make IaC valuable, so that a 
misconfiguration in an IaC template can be deployed to hundreds of environments before anyone ever 
notices. This risk is mitigated at the source by the use of static analysis tools as part of a pipeline check. 

Response to an incident in the cloud environment will need procedural adaptation. The fact that cloud 
infrastructure is temporary implies that any forensic evidence that would otherwise be found on a physical 
server, memory contents, disk images, network interface captures, etc. might not be available when an 
incident is detected. Components of a cloud incident response plan include pre-established forensic 
processes that automatically capture compromised resources and save volatile evidence at the time an 
incident is declared. Most cloud investigations rely on API-based log data instead of on physical memory 
acquisition; therefore, full retention of logs is not just a compliance requirement but an operational one. 
Cloud incident response plans should also cover provider engagement processes, legal and jurisdictional 
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issues during regional deployments, and the difference between isolating compromised cloud resources 
and the physical network isolation processes that are used in traditional set ups. 

 
13. CURRENT TRENDS 
13.1 The Technologies Reshaping Cloud Security 
The cloud security market is shifting at a fast pace, as the threat to cloud environments is becoming more 
and more sophisticated, the security capabilities built into the clouds are becoming more mature, and the 
previously disjointed tooling segments are being integrated into a single platform. 

Cloud-Native Application Protection Platforms are the biggest trend in cloud security tooling architecture. 
A CNAPP is a platform that integrates Cloud Security Posture Management, Cloud Workload Protection of 
virtual machines and containers, Kubernetes Security Posture Management, and container image 
scanning into one platform that uses a single data model. The key value of this consolidation is the ability 
of the tools to analyze risk contextually which is impossible when using siloed tools. A critical vulnerability 
in a deployed container image that exposes itself to the public internet and uses overly liberal service 
account bindings is of a categorically higher priority than the same vulnerability in an image deployed in 
a development environment that does not go to production. CNAPP platforms compute this context 
automatically, and rank findings based on the aggregate evaluation of vulnerability severity, exposure 
level, and permission scope. Vendor platforms such as Wiz, Palo Alto Prisma Cloud, and Orca Security have 
been quickly adopted by enterprises who are looking to simplify the management of multiple specialized 
cloud security platforms. 

 
Fig -12: The Technologies Reshaping Cloud Security 

Confidential computing is now no longer a research novelty, but is a service available in production. 
General availability instances of confidential computing based on Intel SGX, AMD SEV or ARM TrustZone 
hardware are now available on all three major cloud providers. The capability to handle sensitive 
information in hardware-isolated enclaves that the cloud provider infrastructure cannot access eliminates 
a major obstacle to cloud migration of highly regulated industries. Financial services companies and 
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healthcare organizations that have been keeping their most sensitive workloads on-premises in part due 
to the multi-tenant isolation considerations now have a technically plausible cloud option. 

Security operations economics is being changed by AI-based threat detection. The inherent problem with 
the traditional rule-based SIEM is that it creates a flow of alerts that is larger than can be analyzed by 
human analysts, and the false positive rates are so high that real threats are lost in the noise. Machine 
learning models that have been trained on telemetry in the cloud environment can provide a behavioral 
baseline and detect actual anomalies with accuracy that cannot be matched by rule sets. ML-based 
detection models have become part of AWS GuardDuty, Microsoft Sentinel, and Google Chronicle as well. 
The most advanced implementations map signals on identity, network and data plane telemetry to identify 
multi-stage attack patterns that would not have been signaled by any single alert rule. 

The development of Security Service Edge is the network security version of CNAPP consolidation. SSE 
integrates Secure Web Gateway, CASB and Zero Trust Network Access into one cloud-based service. 
Organizations with permanently distributed workforces, and whose infrastructure is largely cloud-based, 
use SSE instead of a hub-and-spoke network security architecture, where all traffic backhauled to a central 
data center, with a model that applies security policy at cloud points of presence near users and workloads. 
This architectural change minimizes latency, simplifies policy administration and removes the bandwidth 
capacity limits that cause traditional network security architectures to become less and less feasible at 
scale. 

 
14. CONTAINER AND KUBERNETES SECURITY 
14.1 Securing the Cloud-Native Deployment Model 
Container technology has been adopted as the default unit of deployment of cloud-native applications. 
The most popular container orchestration system is Kubernetes, which is used to handle containerized 
workloads on a large scale in nearly all enterprise clouds. The security implications are significant and they 
are not similar to virtual machine based security as they need to be treated as a separate entity and not 
as a footnote in the larger discussion of CSPM or CNAPP. 

14.2 The Container Attack Surface 
Containers imply a different threat model. Containers do not have the host kernel that virtual machines do 
as they are fully isolated with the hypervisor. A vulnerability in the kernel that enables a process to break 
out of its container namespace may expose the host and all of the other containers operating on the same 
node. The security of a container environment is consequently directly related to the patch currency of the 
host kernel and security configuration of the container runtime. 

Another attack surface layer is the container image per se. Base images are used to create images, and 
very often they contain unpatched OS packages and vulnerabilities in the application libraries. Hackers 
that breach a container registry, or who add malicious code to a public base image, can release modified 
workloads at scale. This danger was made a reality in 2018 when the official Docker Hub library images were 
compromised and a cryptocurrency mining image was found with more than five million pulls. 

14.3 Kubernetes-Specific Security Controls 
Kubernetes has a number of security configuration areas, which need to be explicitly addressed. Role-
Based Access Control in Kubernetes controls who may do what operations on the Kubernetes API, as well 
as who can do them. The over-permissioned service accounts, which is a common occurrence in cloud 
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security evaluations, are especially harmful in Kubernetes since a service account that is attached to a pod 
with the permissions of a cluster-admin can list, alter, or delete any resource in the cluster. The least 
privilege principle of Kubernetes RBAC implies that the permissions of service accounts are defined at the 
namespace level and have an explicit resource and verb scope instead of defaulted or inherited 
permissions. 

The Pod Security Standards, originally named PodSecurityPolicy, the resource that supersedes the 
decommissioned PodSecurityPolicy resource in Kubernetes 1.25, impose security restrictions on a pod. They 
specify three levels of policy: Privileged, offering no restrictions; Baseline, offering known privilege escalation 
vectors; and Restricted, offering the current hardening best practices such as privilege escalation 
prevention, host namespace access restriction and non-root execution. Majority of production workloads 
must run under Baseline or Restricted policy and workloads that must be run with Privileged access must 
be clearly justified, narrowly defined and closely monitored. 

 
Fig -13: Securing The Cloud-Native Deployment Model 

 

Kubernetes network policies are firewall rules of pod-to-pod communication. A cluster of pods can by 
default communicate with all other pods. A hacked workload has the potential to reach any other service 
within the cluster without any explicit network policies that define what ingress and egress flows are 
allowed. Use of default-deny network policies and explicit allowlisting of communication paths that are 
required is an application of Zero Trust micro-segmentation principles at the workload layer. 

14.4 Supply Chain Security for Container Workloads 
The image integrity of containers has become a major control after several high profile incidents in the 
supply chain. Container image signing with Sigstore and Cosign and enforcing signature verification at 
admission time with Kubernetes admission controllers will ensure that only images that are signed as being 
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built by trusted build pipelines can be deployed. This control deals with the risk of the compromised registry 
credentials or tampered images directly. 

14.5 Runtime Security 
The configuration controls that are set in the static configuration should be supplemented by the 
behavioral monitoring during the runtime. Tools that can be used to identify suspicious container usage at 
the eBPF (Extended Berkeley Packet Filter) level, such as Falco, can identify threats that cannot be detected 
by image scanning and configuration hardening. eBPF-based monitoring is associated with a low 
performance cost and offers insight into the activity of containers with no changes to container images or 
processes. 

14.6 Kubernetes Security Posture Management 
KSPM, which is currently commonly provided as part of CNAPP platforms, can continuously evaluate the 
configuration of Kubernetes clusters against standards such as the CIS Kubernetes Benchmark and NSA-
CISA Kubernetes Hardening Guidance (last updated in August 2022). Such typical results are API server 
access to the internet, etcd readable without authentication, lax RBAC settings, and no or incomplete audit 
logging in the Kubernetes control plane. Kubernetes audit logs document all the interactions with the API 
server and are an essential source of evidence in security monitoring as well as compliance evaluation. 
The security of containers and Kubernetes needs to be integrated with the rest of cloud security 
architecture. The policies of IAM controlling access to the Kubernetes API, SIEM integration to analyze 
Kubernetes audit logs, image scanning built into CI/CD pipelines, and network policy enforcement policies 
cannot be maintained in isolation of each other, in case Kubernetes security posture is to be taken seriously 
at scale. 

 

15. CONCLUSION 
15.1 Building a Cloud Security Program That Endures 
The main conclusion of this discussion is obvious and practical. The vast majority of the severe cloud 
security breaches are based on avoidable factors. The vast majority of cloud-related incidents are 
explained by misconfiguration, over-permitted identities, lack of and/or incomplete encryption, poor 
logging, and mis-understanding of the shared responsibility model. They are not the issues that demand 
the use of some exotic technology and unlimited security budgets. They are discipline issues, the failures 
of operations that can be avoided by efficient teams, operating in a properly designed process and being 
provided with the right tooling. 

The sustainability of a cloud security program is based on a number of commitments that cannot be 
compromised. Identity should be considered as the main security control, MFA should be implemented 
everywhere, service accounts should be managed with the same strictness as human ones, and least 
privilege should be used everywhere. Every repeatable security function should be automated, including 
misconfiguration detection and remediation as well as compliance policy enforcement and IaC security 
scanning. The logging should be extensive, centralized and stored over durations that are adequate to 
respond to the operational incidents as well as comply with the regulations. The model of shared 
responsibility should be written down specifically on each service being used, and controls should be 
clearly stated to take care of the share of the responsibility on the part of the customer. The security controls 
and incident response process are supposed to be tested frequently, since unproven controls are not 
defences, but guesses. 
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The future of cloud security is towards being more automated, more integrated with AI, consolidated tooling 
architecture, and hardware-based data protection with confidential computing. Companies that establish 
their programs on viable principles in the present, identity-first security, unremitting automated observing, 
policy-as-code compliance, and integrated architecture design, will be well-positioned to embrace and 
enjoy these developments as they grow up. Cloud security is a challenging one, but it can be attained. The 
ones that get it right do not necessarily have to be the biggest or the most resource endowed organizations. 
They are those who take cloud security seriously and understand what they are securing, strictness on how 
they are securing it, and the discipline to keep on advancing as their environments and threats facing them 
keep changing. 
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